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Where can we go from here?













Export Undistinguishability?

Biometric practitioners currently test fingerprint
recognitionalgorithmsusingsyntheticfingerprint
generators.

Joint unpublished work with Jean-Sébastien Coron 



What is a synthetic generator?

AnalgorithmGwith two pushbuttons.



What is a synthetic generator?

Whenthe right button ispressedGcreatesa new
άǾƛǊǘǳŀƭŦƛƴƎŜǊέmodel.



What is a synthetic generator?

Theleft button makesGoutput successive
άŦƛƴƎŜǊǇǊƛƴǘǎέpi of the
currentvirtual finger.

= p1



What is a synthetic generator?

= p2

Theleft button makesGoutput successive
άŦƛƴƎŜǊǇǊƛƴǘǎέpi of the
currentvirtual finger.



What is a synthetic generator?

= p3

Theleft button makesGoutput successive
άŦƛƴƎŜǊǇǊƛƴǘǎέpi of the
currentvirtual finger.



How realistic are these generators?

Currentlythere is no theoreticallysoundapproach
to fingerprintsynthesis.

e.g. SFINGEusesGabor-like space-variant filters,
enhancedwith severalhand-tuned transforms.

But after all, what sort of άǎƻǳƴŘǘƘŜƻǊȅέcanone
expectto applyto humanbiology?



Can we export our methodologies?
Definition: A fingerprint database D is a family FID,i of

fingerprints (images)parameterizedby an identity ID and
anacquisitionnumber i.

FAR = Pr[1« R(FID,i,FL5ΩΣLΩ)| FID,I , FL5ΩΣLΩ«D, IḐ L5Ω]

FRR = Pr[0« R(FID,i,FL5ΩΣLΩ)| FID,I , FL5ΩΣLΩ«D, ID=L5Ω]

(HereRdenotesa fingerprint recognitionalgorithm).

Definition: A syntheticgeneratorG is {t,q,e}-indistinguishable
from a databaseD if no algorithmA runningin time¢t can
distinguishG from D with an advantagebetter thanein q
queries,whenIDsin Darerandomlypermuted.



Can we export our methodologies?

Wecannow have:

мΦ ά.ƛƻƎǊŀǇƘŜǊǎέ ǿƘƻ ŘŜǎƛƎƴ ƎŜƴŜǊŀǘƻǊǎΦ

нΦ ά.ƛƻŀƴŀƭȅǎǘǎέ ǿƘƻ ǘǊȅ ǘƻ ōǊŜŀƪ ƎŜƴŜǊŀǘƻǊǎ ōȅ 
distinguishing them from human databases.  

The game: design the mathematically simplest 
possibleundistinguishable G.



In other words



The biographer tries to bridge



and publishes his G

Proceedings
BioSim 2019



The bioanalysttries to distinguish 
model from reality (break the bridge)



If successful, he publishes as well

Proceedings
BioSim 2021



Note that so far we did not talk about 
security or identification at all.



And when the model is stable

RG
p1ΣΧΣǇk

Enrolment phase 

Havebiometriciansdo puremaths.

Givena syntheticgeneratorG designa recognition
algorithm R and rigorouslycalculateits FARand
FRRperformances.



And when the model is stable

RG
pk+1

Challenge phase 

Havebiometriciansdo puremaths.

Givena syntheticgeneratorG designa recognition
algorithm R and rigorouslycalculateits FARand
FRRperformances.



And when the model is stable

R

Decision phase

bit

Havebiometriciansdo puremaths.

Givena syntheticgeneratorG designa recognition
algorithm R and rigorouslycalculateits FARand
FRRperformances.



Biology was abstracted away

Decisionbits follow a rigorouslydefinedprobability
distributionbG,R

We maythen hopeto computerather than measure
crucialsecurityparameterssuchasFARor FRR.

RG

Two pure mathematical objects



Evidently

A biometrician proposinga new R should also
geta paperΧ

R

Proceedings
BioSec 2025



Export security reductions? (sort of)

Subleq is a Turing -complete machine having
only one instruction .

subleq a b c

¡ *(b)=*(b) -*(a)

¢ if the result is negative or zero, go to
c else execute the next instruction .

Joint unpublished work with Ch. Paar, F. Praden and G. Regazzoni



The Subleq Machine

Since subleq has only three arguments and
since there is no confusion of instructions
possible (there is only one!), a subleq code
can be regarded as a sequence of triples .

a1 b1 c1

a2 b2 c2

a3 b3 c3

:



éinterleaved with data

Since data can be embedded in the code,
the sequence of triples can be interleaved
with data . For instance :

a1 b1 c1
data 1 data 2
a2 b2 c2
data 3
a3 b3 c3

:



How does it work

*address_ 2 = *address_ 1 - *address_ 2;
if (*address_ 2¢0)

{
program_counter = address_ 3;

}
else

{
program_counter = program_counter+ 3;

}



Allowing for comfort

Memory is loaded with instructions and data
altogether (no distinction) .

Hence the code can potentially self -modify and
consider that any cell is a, b or c.

We can pre-store constants (like 0,1 etc)

e.g. we devote a cell called Z to contain zero, N to
contain -1

Finally, the shorthand notation $ will denote the
address where the $ symbol is.



What does this do?

subleq Z Z c



JMP c

subleq Z Z c



What does this do?

subleq a a $+1



CLR a

subleq a a $+1



What does this do?

CLR b

subleq a Z $+1

subleq Z b $+1

CLR Z



MOV b a

subleq b b $+1 *b= 0

subleq a Z $+1 Z=- *a

subleq Z b $+1 *b= 0- ( - *a)=*a

subleq Z Z $+1 Z=0



What does this do?

subleq a Z $+1

subleq b Z $+1

CLR c

subleq Z c $+1

CLR Z



ADD a b c

subleq a Z $+1 Z=0- *a

subleq b Z $+1 Z=- *a - *b

subleq c c $+1 *c=*c - *c= 0

subleq Z c $+1 *c= 0+*a+*b

sublez Z Z $+1 Z=0



What does this do?

CLR t

subleq a t $+1

CLR s

subleq t s $+1

subleq b s c



BLE a b c

subleq t t $+1 t= 0

subleq a t $+1 *t= - *a

subleq s s $+1 *s= 0

subleq t s $+1 *s=*a

subleq b s c *s=*a - *b

if *a - *b¢0 goto c



What does this do?

CLR t

subleq a t $+1

CLR s

subleq b s $+1

subleq s t $+1

subleq N t c



BHI a b c

subleq t t $+1 *t= 0

subleq a t $+1 *t= - *a

subleq s s $+1 *s= 0

subleq b s $+1 *s= - *b

subleq s t $+1 *t= - *a+*b

subleq N t c *t= - *a+*b - ( - 1)

if *b - *a+ 1¢0 goto c



What have we got so far?
JMP a goto a

MOVb a *b=*a

SUB a b c *c=*b - *a

ADD a b c *c=*b+*a

BHI a b c if *b - *a+ 1¢0 goto c

if *b<*b+ 1¢*a goto c

if *b<* a goto c

if *a>*b goto c

BLE a b c if *a - *b¢0 goto c

if *a¢*b goto c

CLR a *a= 0



Even more powerful

MOV L1 a

data Z

data Z

L1: data Z



BRX a

MOV L1 a *L 1=*a

data Z

data Z

L1: data Z



What else do we need?

Boolean operations such as AND, XOR. 

We only need one (e.g. using LUTs) because
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Hardware Architecture

RAM

We assume that we have a RAM initialized 
with the code.

Read[i]

M[i]
subleq 

core



Hardware Architecture

RAM

We assume that we have a RAM initialized 
with the code.

Read[i+1]

M[i+1]
subleq 

core



Hardware Architecture

RAM

We assume that we have a RAM initialized 
with the code.

Read[i+2]

M[i+2]
subleq 

core



Hardware Architecture

RAM

We assume that we have a RAM initialized 
with the code.

Write[i+1]

M[i+1]-M[i]
subleq 

core



Where is all this heading?
Chips suffer from side channel leakage.

Protecting against side channels has grown into a
science in itself (CHES).

Since a subleq machine can compute any algorithm
(e.g AES, RSA, SHA), a universal secure core will
reduce the problem of side channel resistance to
the problem of protecting this core .

This isnõta new countermeasure but an attempt to
reduce the global side channel resistance issue to
the defending of a well defined hardware core .



The analogy
This isnõta new countermeasure but an attempt to

reduce the global side channel resistance issue to
the defending of a well defined hardware core .

Just as in crypto we endeavor to find reductions of
resistance against various mathematical attacks
to the solving of well defined hard problems.



In practice

A one instruction set is an extreme .

Practical solutions could relax it a bit .

Given the deviceõssimplicity it is easy to model, understand
and protect .

The deviceõsregularity (always execute the same instruction)
is a security advantage: only data varies .

Simplicity  Ýfast clocking.



General Architecture

RAM
subleq 

core



General Architecture

RAM
subleq 

core

UNIVERSAL SECURE CORE

EXTERNALLY READABLE RAM

PROTECTED RAM



General Architecture

RAM
subleq 

core

UNIVERSAL SECURE CORE

EXTERNALLY READABLE RAM

PROTECTED RAM

UNPROTECTED PROCESSOR



General Architecture

RAM
subleq 

core

UNIVERSAL SECURE CORE

EXTERNALLY READABLE RAM

PROTECTED RAM

UNPROTECTED PROCESSOR



The machine was implemented

Prototyperunningon Virtex5 FPGA

Wecodeda Cto subleqcompiler

Analyzedpower leakage

Fordetails: contactmy Ph.Dstudent

florian.praden@ens.fr




