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Outline
QDI Asynchronous Circuits and Security

» QDI secure design style.
» Security characteristics.

Path Swapping method

» Principle.
- Definition.
- Swapping function

» Formal approach.
- Electrical model of QDI circuits

Case Study : DES crypto-processor

» Validations.
- Electrical simulations

Conclusion and Prospects
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QDI Asynchronous Circuits and Security
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QDI Asynchronous Circuits and Security

e Signalling Dual rail Xor gate
1 bit Channel : Data encoding
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® Dual-rail encoding can be extended to N rails.




QDI Asynchronous Circuits and Security

* Properties :
- Hazard free: All current variations caused by glitches are eliminated.

- 1-of-N encoded: Balanced logical structure.

- Four-phase handshake protocol: re-initialization phase.

* Advantages
- Control the current : all spurious transitions are removed.
- Control the type of all transitions.

- Same number of transitions: constant hamming weight.

- Reduce the dependence between data and power consumption:
- symmetrical structures of data and control paths
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Path Swapping method

Eliminate the electrical effects which enable to succeed the DPA attack on QDI circuits.

- Exploitation of the circuit structure which exhibits a lot of symmetries

Digraph of Dual rail Xor gate
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Path Swapping method

Dual rail Xor gate Digraph of the execution-path
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Path Swapping method
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Path Swapping method

1
#
QDI block (function F)
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If all data-paths are logically symmetric, it means that:

~
n I

OF% 1N () =5l
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Each output channel i has N rails.
fij(AX) represents the logical equation of each rail i and Pij(t/Ax) its dynamic current profile.
The value Ax is one element of Ei, the set of all possible input values which activate the channel i.
The indexes i and | identify the channel number and the rail number respectively.
For each rail there is a data-path from the primary output rail considered to the primary inputs (N data-paths).
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Path Swapping method: formalization

Electrical Model of QDI Circuits: Definition

Dynamic current profile

01= 01+ 01

with O LS =v

I : dynamic current of jth gate of level |
. - humber of gates in critical path
: hnumber of gates switching at
each logical level
> noise function
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Path Swapping method: formalization

DPA on Dual rail Xor gate e .

* Average current signal of both sets :

=N 0 e 0 1A 1 aNd 0 )

<=—( 01+ 01+ 01+ 01+ O 1+ 01

* Expression of a DPA bias signal is given by : T RN 5
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Path Swapping method: formalization

DPA on Dual rail Xor gate with Path Swapping >

All data-paths are used to compute outputs, the average |
current signal of each set contains all gates’ current of o |
the structure. '

* Average current signal of both sets :
= = =00 10 1 TON -+ SN o O QM QTR ORI () ol T80T

* Expression of a DPA bias signal is given by :

<=l
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Path Swapping method: Discussion
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Case Study: DES Crypto-processor

DES architecture A new ordering of the SBOX1
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Case Study: DES Crypto-processor

e Circuits’ Characteristics
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Case Study: DES Crypto-processor

Electrical Signature when performing DPA attack on bit 4 of the SBOX1

path swapping is not activated path swapping is activated
Al Al
AO AO
DPA traces /‘ DPA traces
Correct key Correct key

Loading charge difference of both rails of this bit is 32 femtoF.

P
#3$% &%



Conclusion & Perspectives

* This work demonstrates how the PS (Path Swapping) method can be used
to enhance QDI asynchronous circuits’ resistance against DPA attack.

This design approach exploits all properties of QDI
asynchronous logic which are suited to design secure chips,
particularly the logical data-path symmetries

*Important issues

- The evaluation on silicon ...

- Extending the approach on asymmetric cryptography ...
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hank you for your attention

Questions ?
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