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Phase |
Input :al [1,p-1]andp
Output :rl1 [1, p-1]andk, wherer = a2 (mod p) and n £ k £ 2n

u:=p,v=ar:=0ands:=1,
k:=0
while (v > 0)

if uiseventhenu:=u/2,s:=2s
eseif viseventhenv :=v/2,r .= 2r
gseifu>vthenu:=(u-v)/2,r:=r+s,s:=2s
esev:=(v-u)/2,s:=str,r.=2r
k=k+1

ifr3 pthenr:=r-p

0. returnr :=p-r

ROONOORrwNE
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Phase I

Input :ri1 [1,p-1], p, and k (r and k from phase 1)
Output : x T [1, p-1] wherex = a2" (mod p)

11. fori=1tok-ndo

12. If riseventhenr :=r/2
13. eser:=(r+p)/2

14. return X :=r
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Based on Extended Euclidean Algorithm

— New proposed methods

(k iterations)
---» Previously proposed

AimMoninv (Phase [)
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MHW-Alg: GF(p) Multi-Bit Shifting AlmMonlnv MAW-Alg2: GK(p) Muiti-Bit Shifting CorPh

Registers u,v,r,s, X, Y, z,and p (all registers hod npex bits) egisters r, u,v, X\, z, and p (al registers had npex bits)

Input. a2 [1, p-1]; Wherep = modulus, and m?n (2" £p<2") Input.  r,p,n, k

Output: resultl [1, p-1] & k; Wherdr (r=a2“"mod p)&k fromMHW-Alg
Whereresult=a'2"mod p & n<k<2n Output: result; Whekeresult = a*2™(mod p).

1. u=p;v=a2™r=0:s=1:x=0:v=0:2=0:k=0 11.  j=2m-k x=0\y=0;z=0

2. |if(u2u1ue=000)then{u=ShiftR(u,3);s=ShiftL (s,3); k=k+3};goto 8 12. v=2p;u=3p
2.1} if(uou1uo=100)then{u=ShiftR(u,2);s=ShiftL (s,2);k=k+2} ;goto 8 13. _Whilei>0

2.2} if(uou1up=110)then{u=ShiftR(u,1); s=ShiftL (s,1)};goto 7 14. if(j =1)then{r = ShiftL(r,1); j=j-1}
3. |i f(vav1ve=000)then{v=Shi ftR(v,3);r=ShiftL (r,3);k=k+3};goto 8 |  15. else{r = ShiftL (r.2): j=j-2}
3.1} if(vavivo=100)then{v=ShiftR(v,2);r=ShiftL (r,2);k=k+2} ;goto 8 |  16. X= Subtract(r p);y=Subtract(r v);z=Subtract(r u)
3.2} if(vovive=110)then{v=ShiftR(v,1);r=ShiftL (r,1)};goto 8 17. i f (Zoorrow = 0) then {r ¥4z}
4. x=Subtract (u,v); y = Subtract (v, u); z = Add (r, s) 18. elseif(Yoorow = 0) theh {r =y}
5. i f(Xborow=0)t i : 5=Shi ftL (s,1)};J&to 7 19. elseif(Xporrow =0) t {r=x}
s =z; v = ShiftR(y, 20. result=r

X = Subtract (p, r); y = Subtract (2p, r)

6
7
8. if(v10)gotostep?2
9
10. if( Xoorrow = 0)then{result=x}; el se{ result =y}

‘\\\ /
| 0 XQU SWIHFLVIRQ RSHWDWVRW
,69/6,

&+(6



The scalable hardware




*) Q) HDMWV

D[ Dy [?® Dy [O© D[ D[ D ZKHH
DI *)

. D Dy Dq D DD

I\ ‘LQ*)SOALQ*) Q

S[ [Q Sy [Q Sol° S[ S[ S

LS So So S S S

D[ S[ __ GHJUHR D[ GHIWHHRI S
b D SAD

1 RUP DO6 XEWDFVMRQ FDUY SWRSDIDWA |RUGHJ UHH
WAQU

&+(6



*) Q0 RQARPHY IOHYH

GF(2") AImMonlnv Algorithm

Input: a2™ GF(2") & p; (p=irreducible polynomial & ms3n)
Output: resultl [1, p-1] & k (result=a™2“"mod p & n<k<2n)

1. u=p;v=a2™r=0;s=1;k=0
While (v >0)
if w=0then {u=Uu2; s=2s

elseif u>vthen {u=(UAV)2;r =rAs s=2g}

else {v = (UAV)2; s=rAs r =2r}
: k=k+1
8. ifr3 2™ (Ir|| > |Ip|) then {resuit = 2pAr}
9. eseifr3 2"(|Ir|l = bl then {result = pAr}
10. elseresult =r

2
3.
4. elseif vo=0then{v=v/2;r =2r}
5
6
7

GF(2") CorPh Algorithm

I nput: r,p,m, & cowherdr & kfrom AimMoninv
Output: result; Whereresult =a™2™ (mod p)

11 j=2mk

12. Whilej>0

13. r=2r

14. if r3 2" (|rll = lpl) then {r =pAr}
15. j=j-1

16. result=r
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MHW-AIg3:GF(2") Multi-Bit Shifting AlmMoninv MHW-Alg4:GF(2") Multi-Bit Shifting CorPh

Registers u,v,r,s, X, y,z,& p (al registers hold Ny bits) Registers r,u, v, s, X, y,z,& p (al registers hod Ny bits)
Input: a2™ 2" [1,p-1] (p=irreduciblepolynomia & m3n) Input.  r,p,m, 2"& k;

Output: resultl [1, p-1] & k (result=a™2™mod p & n<k<2n) Wherer (r=a*2“"mod p)& k fromHW-Alg3
1. u=p;v=a2™r=0;s=1;x=0;y=2%2z=0;k=0 Output: result; Whereresult =a™2™(mod p).

2. i f(uuue=000)then{u=ShiftR(u,3);s=ShiftL (s,3);k=k+3};goto 8 11. j=2m-k-1;x=0;y=0;z2=0

2.1. if(u2u1ue=100)then{u=ShiftR(u,2); s=ShiftL (s,2);k=k+2} ;goto 8 12. v=2p;u=3p;s=2"
2.2.1f(u2u1up=110)then{ u=ShiftR(u,1); s=ShiftL (s,1)} ;goto 7 13. Whilej >0

3. if(vavave=000)then{v=ShiftR(v,3);r=ShiftL (r,3);k=k+3};goto 8~ 14. ifj=1then{r = ShiftL(r,1); j=j-1}
3.1.if(v2v1ve=100)then{v=ShiftR(v,2);r=ShiftL (r,2);k=k+2};goto 8 15.  else{r = ShiftL(r,2); j=j-2}

3.2.if(vavivo=110)then{v=ShiftR(v,1);r=ShiftL (r,1)};goto 8 16. x=pAr;y=uAr;z=uAr

4. Sl1=Subtract (u,v); x =vAu; z=rAs 16.1 S1=Subtract(s,x);S2=Subtract(s,y); S3=Subtract(s,z)
5. i f(Slborrow=0)then{u=ShiftR(x,1); r=z; s=ShiftL (s,1)}:goto 7 17.  if (S3borow =0) then {r =z}

6. s=z v=ShiftR(x,1); r = ShiftL(r,1) 18. elseif (S2borow = 0) then {r =y}

7. k=k+1 19. eseif (Slporow = 0) then {r = x}

8. if(v10)gotostep?2 20. result =r

9. x=pAr;z=2pAr; Sl =Subtract (y,x); S2 = Subtract (y,z)
10. i f(Slborrow=0)then{result=x}

10.1 dseif(S2porron=0)then{result=z}

10.2 else{result =r}
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™VHDL 1 functional ssmulation

™ Maple — verification.

™ |_eonardo (Mentor Graphics) — synthesis
%40.5 Micron CMOS technology - ASIC Design Kit (ADK)

%VHDL code compiled to obtain estimates for:

9 Areal the number of gates
9 Clock Periodl Longest path delay (nanoseconds)
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$ VFDOE®!I DQG XQULIHG DUFKIVMRILH VIKDWRSHLDVAV 1Q ERWK
*) S DQG*) Q IHGV Z DV SIRSRVHG

SGAWWMGD*) 2 0RQ QY DORUMP VR LOFOXGH WH P XGlL
EMAVKUVMQI P HVIKRG P DNIQJ IMWYHU VP LIDUVR D SUHYIRXVO
SIRSRVHG * ) S LOYHURQ KZ GHVLIQ

$ FRP SDUVRQ Rl ViKH VFDDE®!I  XQUIHG GHVLIQ Z MK D
HFRQI L] XUDE®! KDUGZ DUH VKRZ V KDWMKH VFDDE®! GHVLI Q
VDYHV D ®WRI DUHD DQG RSHUDVKV DWFRP SDUDE®! VSHHG

6 FDDE®! XQULHG GHWVL Q KDV VIP LU RUEHWHU SHURWP DQFH
WDQ D I HG SIHFIMRQ GHVLJQ Z VK WL QUIFDOW® G\ DUHD
6P D@H WD FRWWR DGG XQULIHG GHWLI Q I HDWIH R
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